BO GIAO DUC VA BPAO TAO CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG PAI HQC KINH TE QUOC DAN Péc 1ap - Tu do - Hanh phiic

CHUONG TRINH PAO TAO
(CTPT di dwoc Hpi dong tham dinh thong qua ngay 28/3/2024)
1. THONG TIN CHUNG

. Cir nhian An toan thong tin /Bachelor
Chwong trinh/Programme: . .
of Information Security

Trinh d§ dao tao/Level of Education: | Pai hoc/Undergraduate

An toan thong tin/ (Information

Nganh dao tao/Major: )
Security)

Ma nganh/Code: 7480202
Hinh thirc dao tao/Type of

] R0TTYP Chinh quy/Full-time
Education:
Ngon ngir dao tao/Language: Tiéng Viét/Vietnamese
Thoi gian dao tao/Duration Time: 4 nam/ 4 Years
S6 tin chi: 130
Quyét dinh mé nganh, cap ban
hanh:

Kiém dinh chwong trinh:

Thoi diém diéu chinh:

Ap dung tir nim tuyén sinh: 2024 (khoa 66 dai hoc chinh quy)
Pon vi cip bang: Truong Pai hoc Kinh té Quoc dian
Pon vi quan ly chuyén moén: Vién Céng nghé thong tin va Kinh té s6

2.  TRIETLY,MUC TIEUPAO TAO VA PINH HUONG NOI LAM VIEC SAU
TOT NGHIEP
2.1. Triétly gido duc
Kién tao con dudng thong minh dé mdi ngudi tré thanh phién ban tot nhat cia

chinh minh, mang lai gia tri cho cong déng.
2.2. Muc tiéu dao tao

- Muc tiéu chung ctia chuong trinh dao tao ctir nhan nganh an toan thong tin 1a dao tao
chuyén gia c6 kién thirc rong, siu vé cac nguyén 1y co ban va tng dung trong linh vuc an
toan, bao mat thong tin. Sinh vién s& duoc trang bi cac kién thirc co ban vé cong nghé thong
tin, chuyén sau vao cdc mang lién quan dén mang may tinh, hé thong thong tin, mi héa, va
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cac cong nghé an ninh mang; phan tich, danh gia rii ro, xac dinh 16 hong tiém ning, danh
gia mic do nghiém trong ciia chiing, va dé xuét cac bién phéap cai thién dé tang cudng an
toan, bao mat. Sinh vién ¢ hiéu biét vé phap luat, nhan thirc dang vé cac quy dinh phap
luét, quy dinh lién quan dén an toan va bao mat thong tin.

- Muc tiéu cu thé

Ma /Code Mo ta /Description

POI C6 kién thirc co ban vé chinh tri, xa hoi, phap luat va khoa hoc tur
nhién.

PO2 C6 kién thirc nén tang vé Cong nghé thong tin; kién thirc chuyén sau,
hién dai vé An toan thong tin.
Thanh thao cac k¥ ning vé Cong nghé thong tin, An toan thong tin va

PO3 mg dung giai quyét cic van dé trong thyc tién cta cac t6 chirc, co
quan va doanh nghiép.

PO4 Thanh thao k¥ ning tim kiém va phan tich thong tin phuc vu cho viéc
tu ning cao kién thirc chuyén nganh.

POS Str dung thanh thao ngoai ngir trong giao tiép va chuyén nganh dé phuc
vu hoc tap va cong viéc.

POG Co nang lyc 1am viéc doc lap, kha nang giao tiép, ph6i hop nhom, chiu
duoc ap luc va thich tng nhanh chong véi nhitng nhiém vu cu thé.

3. CHUAN PAU VAO

- Tbt nghiép THPT hodc twong duong;

- Pap ung cac diéu kién khac theo quy ché tuyén sinh hién hanh ctia Bo Gido
duc va Pao tao va Pé an tuyén sinh dai hoc ctia Truong Pai hoc Kinh té quéc dan.
4. CHUAN DAU RA
4.1. Chuin dau ra ciia chwong trinh

Khi tot nghiép, sinh vién c6 thé:

Ma /Code Noi dung chuin diu ra
1. Chuin vé kién thirc
a. Chuin vé kién thirc chung ciia truong

Van dung duogc thé gidi quan, nhan sinh quan, phuong phap luin cua
PLOL1 Chu nghia Mac-Lénin va cua Bang Cong san Viét Nam vao hoc tap,
' nghién ciru, vao doi song thyc tién trong qua trinh phat trién nén kinh

té thi truong dinh huéng XHCN.




Ma /Code Noi dung chuin diu ra
Van dung duoc kién thirc co ban vé phap luat, kinh té, quan trj kinh

PLO1.2 doanh, quan 1y vao giai quyét cac van dé kinh té-xa hoi ¢ tim vi mo,
nganh va doanh nghiép.

b. Chuin vé kién thirc ciia nganh

PLOL3 Van d‘l_mg dugc cac 1y thuyét toan va cac kién thirc khoa hoc co ban dé
hoc vé nganh An toan thong tin

PLOLA Van dung duoc céc kién thirc nén tang vé May tinh va Cong nghé
thong tin

PLOLS Van dung céc kién thirc chuyén sau theo dinh hudng bao mat, dam bao
an toan thong tin.

2. Chuin vé k§y niing

a. Chuin k¥ niing chung ciia truong
Thanh thao (mtc 4) tiéng Anh co ban dé hoc tap, nghién ctru va sir
dung trong thuc té. (chi tiét theo Quyét dinh sé 785/QD-PHKTQD

PLO2.1 ngay 21/4/2020 cua Hiéu trudng). C6 kha ning giao tiép, 1am viéc
nhom, quan ly dy an, sang tao, tu duy logic, va k¥ nang tu hoc va
nghién ctru.

b. Chuin k¥ ning ciia nganh
Thanh thao cac k¥ nang vé ma hoa va bao mat dit liéu, phan mém va

PLO2.2 co s6 dir liéu, kiém thir xdm nhap, danh gia rui ro, quan 1y an ninh
thong tin va khoéi phuc dir li¢u.

PLOY.3 Van Sh,mg céc k¥ nang an toan thong tin vao mot hé thong thuc té trong
cac to churc, co quan va doanh nghiép.

3. Chuén vé ning e tw chii va trach nhiém

PLO3 Thé hién duoc su tu h.rrc khi lam viéc doc 1ap, thé hién trach nhiém ca
nhan va trach nhiém do6i voi nhom lam viéc.

PLO3.2 Lap ké hoach, diéu phdi, quan 1y cac ngudn luc, danh gia va cai thién
hi€u qua cac hoat dong

PLO33 Thé hién quan diém va bao vé quan diém c4 nhan dua trén cach tiép
can khach quan, khoa hoc.

PLO3.A Xéc dinh thyc hién trach nhiém xa hoi va dao dirc nghé nghiép trong

vi€c dua ra nhitng nhéan dinh, danh gia vé cac van dé€ chuyén mon.




4.2. Ma tran dap &ng muc tiéu dao tao va chuan dau ra

PO1

PO2

PO3

PO4

POS

PO6

PLO1.1

X

PLO1.2 X
PLO1.3 X
PLO14 X
PLO1.5 X
PLO2.1 X
PLO2.2 X
PLO2.3 X
PLO3.1
PLO3.2
PLO3.3
PLO3.4

T I T R

4.3. Co hoi lam viéc va kha ning hoc tap nang cao

Cir nhan nganh An toan thong tin c6 thé 1am viéc tai cac doanh nghiép, to chiic
hoat dong trong linh vyc An toan thong tin va truyén thong; lam viéc tai cac by phan
chtrc ndng vé van hanh hé théng An toan thong tin; 1am viéc tai cac vi tri nghién ctru va
t6 chirc thuc hién cac du 4n An toan thong tin; 1am viéc tai vi tri chuyén giao cong nghé;
cac vi tri phan tich va xir 1y dit liéu lién quan dén An toan thong tin; cir nhan nganh An
toan thong tin con co thé giang day tai cac trudng dai hoc, cao dang hodc nghién ciru tai
cac vién, trung tdm nghién ctru.

5. QUY TRINH PAO TAO, PIEU KIEN TOT NGHIEP

Chuong trinh dao tao theo quy ché dao tao cua B Gido duc va Pao tao va cia
Truong Pai hoc Kinh té Quéc dan. Ké hoach ddo tao chuan 1a 04 nim, sinh vién c6 thé
t6t nghiép sém hodc muodn theo quy dinh.

Sinh vién duoc cong nhan tt nghiép néu dap tmg du cac diéu kién sau day:

a) Tich liiy du hoc phan, sd tin chi va dat chuan dau ra ngoai ngit cia chuong
trinh dao tao;

b) Piém trung binh tich lily ctia toan khoa hoc dat tir trung binh trd 1én;

¢) C6 chung chi Gido duc qubc phong - an ninh va hoan thanh hoc phan Gido duc
thé chat;

d) Hoan thanh “Tuan sinh hoat cong dan-sinh vién” va dat diém danh gia rén luyén
theo quy dinh d6i voi sinh vién dai hoc chinh quy;

d) Tai thoi diém xét tot nghiép khong bi truy ctru trach nhiém hinh sy hodc
khong dang trong thoi gian bi ky ludt & mirc dinh chi hoc tap.



6. CAU TRUC VA NOI DUNG CUA CHUONG TRINH PAO TAO

6.1. Cu triic ciia chwong trinh

. S6
Thanh phin 0 Ghi chd
TC
1. Giao duc dai cwong 47
1.1.  Céc hoc phan chung 14 | Ly luan chinh tri va phéap luat
1.2.  Cac hoc phan chung cua truong | 21 | 4 hoc phan chung va ngoai ngit
1.3. Céc hoc phan chung cua linh :
ac 10C phan CAUng cua fin 12 | 4 hoc phan chung cua linh vuc
vuc
1.4.  Giéo duc thé chat - | 3 tin chi
1.5.  Gi4o duc Qudc phong - Anninh | - | 165 tiét/8 tin chi quy do6i
2. Giao duc chuyén nghiép 83
2.1. C4c hoc phan ch 1a nhd :
. 4¢ 1oC phan CAUhg cta HHom 12 | 4 hoc phan chung cua nhém nganh
nganh
2.2. Cac hoc phan ciia nganh 61
2.2.1. Cac hoc phan bat budc 31
, N SV tu chon 10 hoc phan trong t6 hop
2.2.2. Cac hoc phan ty chon 30 .
15 hoc phan
2.3. Khoa luan tot nghiép 10
TONG SO 130 | Khong gdbm GDTC va GDQP-AN




6.2. Noi dung va ké hoach giang day

STT Noi dung va ké hoach gidng day MA HP TC BO TRi CAC HQC KY
1. GIAO DUC PAI CUONG 47 (17|17 (13 0 | 0 | 0 | O
1.1. Cac hoc phan chung 14 55,4000/ 0
Triét hoc Méc - Lé Nin
1 ! Marxist-Leninist Philosophy LLNL1105 3 3
Kinh té chinh tri Mac - Lénin
2 2 Political Economics of Marxism and Leninism LLNL1106 2 2
Phép luat dai cuong
4 3 Fundamentals of Laws LUCS1129 3 3
3 | 4 |Shunghiaxahoi khoa hoe LLNL1107 | 2 2
Scientific Socialism
Lich st Bang Cong san Viét Nam
S > Communist Party History LLDL1102 2 2
Tu tuéng HO Chi Minh
6 | © | Ho Chi Minh Ideology LLTTIION | 2 2
Gido duc thé chat
Physical Education GDTC 4
Gi4o duc Qudc phong va An ninh
Military Education GDQP 8-11
1.2. Cac hoc phin chung ciia Truong 21 | 6 (96|00 /|0]0
Pai s
7 1 Algebra TOCBI1101 3 3
g | o |Kinht€vimol KHMIT101 | 3 3
Microeconomics 1




Ly thuyét xac suat va thong ké toan

? 3 Probability and Mathematical Statistics TOKT1145 3
10 | 4 |Kinht€vimo I KHMAL101 | 3
Macroeconomics 1
11 | 5 | Neoaingi NNKC 9
Foreign Language
1.3. Cac hoc phin ciia linh vue 12 0,00 0
Nhap mon Cong nghé thong tin
12 ! Introduction to Information Technology CNTTI116 3
Vat 1y dai cuong
13 2 General Physics CNTTLION 3
Co s¢ dit licu
14 3 Principles of Database Systems TIKTI130 3
Céu trac dir liéu va giai thuat
15 4 Data Structure and Algorithm TIHT1101 3
2. GIAO DUC CHUYEN NGHIEP 83 18 | 22 | 12 10
2.1. Cac hoc phin chung ciia nhém nganh 12 3000 0
Toan roi rac
16 ! Discrete Mathematics TOCBI107 3
17 | 2 | §9s0lap winh . CNTT1128 | 3
Principles of Programming
18 | 3 | Phuong phip tinh CNTT1182 | 3
Calculus
19 | 4 |HediCuhanh CNTTI107 | 3
Operating Systems
2.2. Cac hoc phﬁn cua nganh 61 15|22 | 12 0




2.2.1. Cac hoc phan bit bude 31 16
Mat ma va bado mat thong tin
20 ! Cryptography and Information Security CNTTL1105 3
Mang may tinh va truyén s6 liéu
21 2 Computer Network and Data Communication CNTT1114 3
H¢ quan tri co s¢ dit liéu
22 3 Database Management Systems CNTT1152 3
Hé diéu hanh Linux/Unix
23 4 Linux/Unix Operating System CNTTI1103 3
Quan tri mang
24 > Network Management CNTT1I21 3 3
Phan tich va thiét k& hé thng
25 6 System Analysis and Design CNTTIL 3 3
Tiéng Anh chuyén nganh
26 7 English for IT CNTT1192 3 3
27 ? Chuy_en de th_ug té nganh An toan thong tin CNTT11101 4 4
Practical Training
Béo mat phan mém va co sé dir liu
28 ? Software and Database Security CNTTII99 3 3
Danh gia 16 hong bao mat va kiém thir xam nhap
29 10 Vulnerability Assessment and Penetration Testing CNTT11102 3
2.2.2 Cic hoc phin tw chon (SV tu chon 10/15 hoc phin) 30 6
| | Lap trinh Python - CNTT1180 | 3
Python Programming
3039 | 2 Thiét ké va Lap trinh Web . CNTT1119 3
Web design and programming
3 | Lép trinh Java CNTTI153 | 3

Java Programming




Phan tich va thiét ké thuat toan

4 Algorithm Analysis and Design CNTT11IS 3 3
Phat trién phdn mém ma ngudn mé va img dung

> Development of Open Source Software and Applications TIKTII3S 3 3

6 Phap lgat trong thuong mai dién tir LUKDI1175 3 3
Legal issues in E - Commerce
Bao mat dich vu Cloud

/ Cloud Service Security CNTTL198 3 3
Quan ly du 4n Cong ngh¢ thong tin

8 Information Technology Project Management CNTTI1S9 3 3
Mang két ndi van vat

? Internet of Things CNTT1154 3 3

1o | Lap trinh img dung CNTTI133 | 3 3
Application Programming
Tri tu€ nhan tao

M) Artificial Intelligence CNTT1140 1 3

12 An ninh khpng gian mang CNTT1197 3
Cybersecurity
Blockchain va tng dung

13 Blockchain and Applications CNTT11100 3

14 Lap trinh Ph?ln tich dir 11@}1 CNTT1187 3
Data Analysis Programming
Kién trac doanh nghiép

15 Enterprise Architecture TIHTT121 3

40 | 2.3 Khéa luin tét nghi¢p (Graduation Thesis) CNTTI11104 10 10
Téng sb tin chi (khong gdm GDTC va GDQP-AN) 130 |20 |20 |19 | 18 | 22 | 12 10




7.MO TA CAC HQC PHAN (Phu luc 1)

8. MA TRAN LIEN KET CAC HQC PHAN VA CHUAN PAU RA (Phu luc 2)
9. PHUONG PHAP GIANG DAY VA PANH GIA KET QUA HQC TAP

9.1. Phuwong phap giang day

- Chuong trinh chu yéu sir dung phuong phap giang day theo md hinh
Lecture/Seminar phdi hop v6i cac phuong phap khac nhu day theo van dé, tinh hubng,
mo phdng, theo du 4n va tang cuong trai nghiém thuc té, kién tap va thuc tap.

- Phuong phap giang day ting hoc phan duoc ghi trong dé cuong chi tiét. Tong
quat c6 cac phuong phap sau day:

o Giang day theo van d¢, tinh hudng, md phong thuc té d6i v6i cac hoc phan tap
trung nhiéu vao kién thirc thyc hanh.

o Giang day kiéu du an véi nhiing hoc phan mang tinh tong hop, cé sir dung
kién thuc tir cac hoc phén da hoc trudc do.

o Giang day theo mé hinh Lecture/Seminar dé sinh vién duoc thao luan tap
trung va chi tiét d6i v6i ting mang kién thirc.

o Tang cudong moi cac chuyén gia tai doanh nghi¢p tham gia giang day va huéng
dan mot phﬁn cac hoc phén dé sinh vién duoc trai nghiém thyc té.

o Tang cuong s6 budi tham quan, hoc tap truc tiép tai doanh nghiép, tao diéu
kién cho sinh vién kién tap, thuc tap tai doanh nghiép.

- Déng gbp cua phuong phép giang day vao chuan dau ra dugc ghi chi tiét trong
dé cuong hoc phan.

9.2. Phuwong phap danh gia két qua hoc tip

- Vé danh gia két qua hoc tap ting hoc phan theo ty 16 10% diém chuyén can,
40% diém danh gia qua trinh va 50% diém thi két thuc hoc phan.

- Phuong phap danh gia qua trinh: Thao luan trén 16p; Bai tip vé nha; Bai tap
nhom; Thuyét trinh; Kiém tra nhanh; Viét luan/tom tét...

- Phuong phap danh gia thi két thiic hoc phan (cudi ky): Tric nghiém; Viét
luan; Viét bao céo; Thyc dia/thuc hanh; Dy 4n; Thuyét trinh; Bai tip tinh hudng; Van
dap...

- Dénh gia qué trinh va danh gia két thiic hoc ky, khoa luan tdt nghiép...dya
trén céc rubrics, ma tran dé thi dam bao do tin cay, do gia tri, chinh xac va cong béng.

- Pong gbp cia phuong phap giang day vao chuan dau ra duge ghi chi tiét
trong dé cwong hoc phan.

- Tung hoc phan dugc danh gia theo thang diém 10 dugc quy doi ra thang diém
chit, thang diém 4 theo quy dinh.

9.3. Panh gia chuan diu ra ciia khéa hoc

Két thic khoa hoc, Truong/Khoa/Vién danh gia mac d6 dat duoc chuan dau ra

cua khoa hoc, bao gém:

10



- Panh gia mtc 6 dat dugc cua sinh vién trudc khi tot nghiép (qua khao sat).

- Hé théng quan ly dao tao ty dong tinh mic dé dat dugc cua chuan dau ra khoa
hoc khi sinh vién t6t nghiép.

- Nha tuyén dung danh gia mic do dat duoc chuan dau dau ra cua sinh vién sau
khi t6t nghiép duge 01 ndm/12 thang (qua khao sat).

10. CAC CHUONG TRINH PAO TAO THAM KHAO (Phu luc 3)
11. TIEU CHUAN DPOI NGU GIANG VIEN, TRQ GIANG
» Giang vién:

- Tbt nghiép thac si tré 1én, cu thé:

o Giang vién giang day céc hoc phén thudc khdi gido duc dai cuong phai dugc
dao tao & it nhat mot bac hoc (tir bac 6 tro 1én trong Khung trinh d6 qubc gia) thudc cac
nhém nganh phu hop vé chuyén mén véi hoc phan giang day.

o Giang vién giang day cac hoc phan co s& nganh phai duoc ddo tao & it nhat
mot bac hoc (tir bac 6 tré 1én trong Khung trinh d6 qudc gia) thudc khéi nganh/linh vue
May tinh va Cong nghé thong tin, phi hgp vé chuyén mén véi hoc phan giang day.

o Giang vién giang day cac hoc phan co sé nganh va chuyén nganh phai duoc
dao tao O it nhat mot bac hoc (tir bac 6 trd 1én trong Khung trinh d6 qudc gia) thudce
nhoém nganh May tinh, pht hop vé chuyén mén véi hoc phan giang day.

- Co6 chig chi bdi dudng tiéu chuan chirc danh nghé nghiép giang vién.

- Co6 kha nang tng dung cong ngh¢ thong tin va sir dung ngoai ngit trong thuc
hién cac nhi¢ém vy ctia chitc danh giang vién.

» Tro giang:

- Tét nghiép dai hoc trd 1én, cu thé:

o Trog giang cac hoc phﬁn thudc khéi gido duc dai cuong phai dugc dao tao ¢ it
nhat mot bac hoc (tir bac 6 tro 1én trong Khung trinh d6 quéc gia) thudc cac nhom nganh
pht hop vé chuyén mén véi hoc phan trg giang.

o Tro giang cac hoc phén co s& khéi nganh phai dugc dao tao ¢ it nhat mot bac
hoc (tir bac 6 tro 1én trong Khung trinh d6 quéc gia) thude khdi nganh/linh vuc May
tinh va Cong nghé thong tin, phu hop vé chuyén mén véi hoc phan tro giang.

o Tro giang cac hoc phan co sé nganh va chuyén nganh phai dugc ddo tao ¢ it
nhat mot bac hoc (tir bac 6 trd 1én trong Khung trinh d6 quéc gia) thudc nhom nganh
Cong nghé thong tin, phit hgp vé chuyén mén véi hoc phan trg giang.

- (o kha nang tng dung cong ngh¢ thong tin va sir dung ngoai ngit trong thuc
hién cac nhiém vu cta chirc danh trg giang.

12. CO SO VAT CHAT, CONG NGHE VA HQC LIEU

Trudng Pai hoc Kinh té qudc dan co chién luge phat trién dén nam 2030 trg thanh
dai hoc thong minh, cha trong dam bao va dap ung nhitng yéu cau vé co so ha ting,
trang thiét bi thuc hanh, thi nghiém, cong nghé thong tin, thu vién, hoc li€u, h¢ théng
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quan 1y hd trg hoc tap, quan 1y dao tao, dé gitip ngudi hoc dat duoc chuan dau ra cia
chuong trinh ddo tao, pht hop véi dac diém ciia tng nganh, nhém nganh hodc linh vuc
dao tao. Nhiing yéu cau nay dugc chi tiét va cu thé trong cac dé 4n md nganh, xay dung
va ban hanh chuong trinh ddo tao, dé an tuyén sinh dai hoc hang niam, trong bao cio 3
cong khai ... dugc bao cdo Bo GD&DT dong thoi dugc dang tai trén cong thong tin
dién tir cua Truong.

Cac mon hoc/hoc phén trong chuong trinh dao tao dam bao déy du bd hoc liéu
theo quy dinh hién hanh, cu thé gém: gido trinh, dé cuong hoc phan, slide bai giang va
cac hoc liéu khac.

13. HUONG DAN THUC HIEN

- Ké hoach dao tao chuan cua chuong trinh ddo tao 1a 04 nim, mdi nim c6 02 hoc
ky chinh va 01 hoc ky phu, phuong thirc to chitc dao tao theo tin chi.

- Can ctr ké hoach ddo tao chuan, Truong ding ky mic dinh thoi khéa biéu ting
hoc ky chinh cho sinh vién, trir hoc ky dau tién cac hoc ky ké tiép sinh vién dugc diéu
chinh dang ky s6 tin chi/hoc phan tang 1én hodc giam di theo quy dinh.

- Sinh vién duoc thi lai (01 1an/hoc phan) hodc thi cai thién diém theo quy dinh.

- Sinh vién ¢6 thé hoc vuot dé tot nghiép sém so vdi ké hoach dao tao chuin hodc
t6t nghiép mudn nhung khong qua thoi gian dao tao t6i da theo quy dinh.

- Tur hoc ky thtr hai, néu dat hoc luc kha sinh vién c6 thé duogc dang ky hoc cung
lac hai chuong trinh vao bat ky chuong trinh/nganh cua truong theo quy dinh.

- Khéi lwong kién thie, phuwong phap day va hoc, cach danh gia hoc phan, noi dung
can dat duoc (CDR/CLO) cua ting hoc phan duge mé ta, quy dinh trong dé cuong chi
tiét mdi hoc phan.

Ha Noi, ngay  thang 03 nam 2024
VIEN TRUONG HIEU TRUONG

TS Nguyén Trung Tuén GS.TS Pham Hong Chwong
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